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Single sign-on for DocuWare Cloud 

DocuWare supports Microsoft Azure Active Directory as an identity provider. 
DocuWare Cloud customers can now log in to DocuWare using single sign-on. Once 
a user has been registered with Azure Active Directory, a single login is enough to 
automatically log in to multiple parts of DocuWare like Web Client, the Desktop Apps, 
Configuration and Administration, as well as for user synchronization.  

 

The new login dialog with single sign-on is now standardized everywhere in 
DocuWare Cloud – from the Web Client to DocuWare Configuration. 

 

By clicking on the Single Sign-on button in the DocuWare login dialog, the user is 
forwarded to the Identity Provider. After successful authentication, the user 
automatically logs in to DocuWare, including the Web Client, Desktop Apps, 
Configuration and Administration and User Synchronization.  

 

Connect DocuWare to Azure Active Directory  

1. In DocuWare configuration > Organization Settings > Security, activate  

Enable Single Sign-on. 
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2. Add a new app registration in Microsoft Azure Active Directory.  

 

 

 

3. Add a new Redirect URI for the created app registration.  
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4. Copy the Callback URL from the DocuWare configuration in the Organization 

Settings > Security > Configure Connection for single sign-on area into the 

URI (Web) field and activate ID tokens. 
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5. In the app registration overview, copy the Application (client) ID and under 

Endpoints the URL to the OpenID Connect metadata document and paste it 

into DocuWare under Organization Settings > Security > Configure single 

sign-on connection > for Client ID or Issuer URL 
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6. After saving the settings, users can log in with DocuWare user name and 

password and also use single sign-on via Microsoft. Logging in using 

DocuWare credentials cannot currently be deactivated. 
 

 
 

 

Note about the option Automatically link existing users at login  

If this option is enabled, DocuWare searches for a matching existing DocuWare user 

with the corresponding username and email address the first time a user logs on with 

single sign-on. The DocuWare username must match the local part (first part to @) 

and the DocuWare email address must match the complete username in Azure 

Active Directory.  

Only if username AND email address match will the Azure Active Directory user 

account and the DocuWare user account be connected.  

Example:  

Azure AD username:   peggy.jenkins@peters-engineering.net  

DocuWare username:   peggy.jenkins  

DocuWare Email address:  peggy.jenkins@peters-engineering.net 

 

It is not necessary to create DocuWare users via the User Synchronization app in 

order to use single sign-on. Even if you create new users manually or import them via 

an interface, the external user account and the DocuWare account are automatically 

synchronized.   

Once a user has been assigned, the user is recognized from this point on by his 

external object ID. This means that even if the email address and/or username no 

longer match, the user will still be recognized. 

 

 


